Garrett Ennis

Email: williamgarrettennis@gmail.com | Suwon, South Korea | Home base: Maryland, USA

Education

M.S. Computer Science and Engineering (Al), Sungkyunkwan University (SKKU), Suwon, South Korea (Sep 2026 — May
2028 expected). SecAl Lab. Research on Al-assisted defense and SOC automation.

B.S. Computer Networks and Cybersecurity, University of Maryland Global Campus (2020-2021), GPA 3.455/4.0. Minor:
East Asian Studies.

Associate degrees in Cyber Security and Computer Networking, Anne Arundel Community College (2018-2020).
Concentration in computer and information systems security and information assurance.

Relevant Coursework: Threat Management & Vulnerability Assessment (A), Cloud Technologies (A), Windows Server
Networking (A), Interconnecting Cisco Devices (A), Trends in Computer Network Security (Capstone, A), Advanced
Information Systems Security, Linux Administration, Network Intrusion Detection, Statistics, College Algebra.

Professional Experience

Al Security Researcher — SecAl Lab, Sungkyunkwan University (SKKU) (2026-Present)

o Study how Al assistance changes adversary capability, and what detection has to do once reconnaissance and evasion
are cheap to automate.

o Evaluate where Al assistance lowers analyst load in a security operations center (SOC), and where it moves the
bottleneck instead of removing it.

e Research in progress, with no published results yet.

Lead Security Engineer — SysArc, Rockville, MD (Apr 2024 — 2026)

o Led the security engineering and incident response team.

o Directed threat hunting initiatives and cloud security operations across Azure and Microsoft 365 environments.
o Delivered executive-level reporting and strategic security posture assessments.

Security Engineer — SysArc, Rockville, MD (Jul 2022 — Apr 2024)

o Helped enterprises and government contractors reach and maintain NIST 800-171 and CMMC compliance.

o Designed and implemented enterprise SOC architectures for commercial and government contractor clients.

o Engineered SIEM ingestion pipelines processing firewall, endpoint, and cloud telemetry; improved alert fidelity and
reduced noise through structured normalization validation.

o Wrote and tuned SIEM detection rules across endpoint, firewall, and cloud telemetry to expand attack coverage.

o Managed the cybersecurity tool stack for the proactive services department.

Software Engineer lll, Cybersecurity (Pentest) — Walmart Global Tech, Reston, VA (Oct 2021 — Jul 2022)

o Conducted enterprise application penetration testing for web and mobile platforms.

o Scoped and ran assessments as the final gate in the application development cycle.

o Developed structured threat models and collaborated with engineering teams to integrate secure SDLC controls.
o Evaluated authentication, authorization, and input sanitization implementations in high-sensitivity environments.

Network Administrator — Blue Heron Systems, Washington DC-Baltimore Area (Sep 2019 — Nov 2021)
o Administered more than 1,000 Cradlepoint routers across hundreds of remote locations.

o Designed and integrated a Cisco network backbone.

o Conducted recurring security assessments and rapid incident response adjustments.

Service Desk Engineer — DP Solutions, Columbia, MD (May 2019 — Sep 2019)

« Maintained client backups, servers, email exchanges, and applications for 50 international companies.
o Maintained Azure AD processes and verified integration with other Azure cloud services.

e Troubleshot client IT infrastructure alongside the systems engineering team.

Research Interests

Al-augmented adversarial attack and defense; SOC optimization; threat hunting, OPSEC, and adversary intelligence.



